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The First Time User Guide provides instructions for registering your Common Access
Card (CAC) and using it to access EDGE. These instructions assume the user has
registered their certificate through the ActivCard Gold Utilities and the certificate is
recognized by the user’'s web browser (e.g., Internet Explorer (IE) or Netscape); if this is
not the case, please contact the DISANet Help Desk at (703) 607-6600, DSN 327.

If the information provided in this guide does not resolve all EDGE PKIl-related issues,
please contact EDGE Support at EDGE_Support@disa.mil or (703) 681-2327, DSN 761,
or reference the Frequently Asked Questions (FAQs) found on the EDGE login page.

PLEASE NOTE: Internet Explorer (IE) is the recommended
browser for certificate registration and login to EDGE.
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1 Internet Explorer

These instructions assume the user has registered their certificate through the ActivCard
Gold Utilities and the certificate is recognized by the user’s web browser (e.g., Internet
Explorer (IE) or Netscape); if this is not the case, please contact the DISANet Help Desk
at HelpDesk.DISANet@disa.mil or (703) 607-6600, DSN 327.

1.1 CAC Registration

1. Insertthe user's CAC in the reader.
2. Open Internet Explorer and access the EDGE login page https://edge.disa.mil.
3. Click the “Register” button under “CAC Registration”.

3 EDGE Login Desktop - Microsoft Internet Explorer |Z||E|r>__(|
File Edit Wiew Favorites Tools Help ':;'

Qbak - & - ¥ &) o P search 7 Favorites &) - [ - i 3 Links

EDGE Solutions at the Speed of Change
Enterprise Data & Global Exchange
EDGE Login EDGE Notices
Existing EDGE Users [ Wiew Archives ]
® [Did you know that "Up” does not always mean "Go Back"?

Password Login See attached [Published On: May 07, 2007]

User ID: L ]

Password: N R i -

Page lofl: << 1 == Go to Page:l:l

Forgot Password

CAC Login (Preferred browser: IE)

CAC Registratign-fewedmsed browser: IE)

CAC User Guide
CALC FADs

Need Help?

Contact EDGE Support
m Forgot your password
m Register for the EDGE

To submit a suggestion or report a problem, please call {703} 681-2327, DSN 761
or e-mail EDGE Support@ncr.disa.mil

External Link Disclaimer | Mo Fear Act MNotice

&) S| @ Trusted sites

5/10/2007 1



CAC USER GUIDE

4. The “CAC Registration Information” window provides an overview of the
registration process. Click the "Register Certificate" button to begin registration.

CAC Registration Information

Priar to login, EDGE users must complete the CAC reqgistration process. In order to
complete the process, the user will need a valid CAC and PIN, a DISA ID, and an
email address,

The reqistration process is as follows:

m CAC Registration Entry. Enter your DISA email address (e.q.,
First.Last@disa.mil or First.Last.ctr@disa.mil) and DISA 1D (i.e,, the first three
letters of your last name and the last six digits of your Social Security
Mumber) and click the "Subrmit" button, Your information will be venfied and a
PEI Security Code will be sent to your email address. (Mote: You may close
your browser and continue the registration process at any time; a link to the
PEI Security Code entry page will be included in the email.)

= CAC Registration - Enter Security Code. Type the PKI Security Code
provided in the "PKI Self-Reqistration Security Code" email message into the
"PKI Security Code" field and click the "Submit" button.

m Certificate Selection. 4 Client Authentication window will appear; select the
appropriate certificate and enter your PIN when prompted.

m CAC Registration Completion. The CAC registration is complete. Click
"Finish" to log in to the EDGE.

The following screens will step vou through the process, Click "Register Certificate” to
continue,

Register Certificate Cancel ]

MNeed Help?
CAC User Guide

CALC FADSs

5. Inthe “CAC Registration Entry” window, enter the user’'s DISA email address
(e.q., First.Last@disa.mil or First.Last.ctr@disa.mil) and DISA ID (the first three
letters of the last name followed by the last six digits of the Social Security
Number). Click on the “Submit” button. Once the user’s email address and DISA
ID are verified, an email message will be sent to the user’s account with a PKI
Security Code. [Note: To complete the remainder of the registration at a later
time; a link to the PKI Security Code entry page will be included in the message.]

CALC Registration Entry

Enter your DISA email address (e.g., First.Last@disa.mil or First.Last.ctr@disa.mil)
and DISA ID (i.e., the first three letters of your last narme and the last six digits of
your Social Security Number) and click the "Submit" button,

*Email address :I

*DISA ID : |

vour information will be verified and a PEI Security Code will be sent to your email
address. (Mote: vou may close your browser and continue the reqistration process at
any time; a link to the PKI Security Code entry page will be included in the email.)

Submitl Cancel I

-

6. Note the PKI Security Code in the email message.
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B pK| Self Registration Security Code - Message (Plain Text)

! Fle Edit Wew Insert  Format  Tools  Ackions  Help

i‘_%ﬁeply|gﬁReplytnnl_l|;.$.Fu:urﬂard|.j EEPS |L§|_3 * | & -~ 9 - AF | @ 59 4 !

q U lALB LU S = == ss =
! & snaglt J' | window - !
From: EDGE_SUPPORT@disa, mil Sent:  Tue 5/8/2007 11:34 AM

You have requested a security code to register your CAC with EDGE. Flease

enter this sec gt mele to continue your CAC registration with EDGE.
Security Code( 12345678

If wou hawve closed the bhrowser, you can continue the registration process by
clicking on the link kbelow. If your default browser is set to Netscape, please
open Intener Explorer and then copy the link.

TUEL: https://edge.disa.mil/ ng:Ln,f’SecurityCDdebuserId=lastf:i.1234

If vou require additional assistance, please contact EDGE support at (703)
681-2327, D3SW 761 or ewmzail EDGE_SuppDrt@ncr.disa.mil. Thanks.

7. Enter the PKI Security Code from the email message into the “CAC
Registration — Enter Security Code” window. Click the “Submit” button.

CAC Registration - Enter Security Code

Type the PKI Security Code provided in the "PKI Self-Registration Security Code"
email message into the "PKI Security Code” field and click the "Submit" button.

*PKI Security Code ||

Suhmitl Cancel |

>
Ja———
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8. The Client Authentication window appears, displaying the user’s certificate.
Select the appropriate certificate and click “OK”. [Note: More than one certificate

may be displayed; see Section 1.3.2 for instructions on viewing certificate
details.]

Client Authentication el B4

— |dentification

The "web zite you want to view requests identification.
Select the certificate to uge when connecting.

Test.Certificate.0123456789

More Info... | W= Eertificate...l

— @@ e
" Cancel |

9. The “ActiveCard Gold — Enter PIN” window appears. Enter the CAC pin and click
"OK".

Q Enter PIN code: I
Co Do |
————

10. The “CAC Registration Completion” window will appear, confirming that the
user’s certificate has been successfully registered. Click “Finish” to access the
EDGE.

CAC Registration Completion

The CAC registration is complete. Click "Finish" to log in to the EDGE.
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1.2 CAC Login

1. Insertthe user's CAC in the reader.
2. Open Internet Explorer and access the EDGE login page at https://edge.disa.mil.
3. Click the "Login" button under “CAC Login".

3 EDGE Login Desktop - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help 4

OBack A - | |ﬂ Iﬂ A /':'Search = Favarites £ LY I)_.| = ﬂ 3 Lirks

EDGE\ Solutions at the Speed of Change

" Wednes
Enterprise Data & Global Exchange SEns

EDGE Login EDGE Notices

Existing EDGE Users [ Wiew Archives ]

® [Did you know that "Up” does not always mean "Go Back"?
Password Login See attached [Published On: May 07, 2007]

Ussr ID; L 1

Password: N R i -
Page lofl: << 1 == Go to Page:

Forgot Password

CAC Login (Preferpeadeawser: IE)

CAC Registration (Freferred browser: IE)

CAC User Guide
CALC FADs
Need Help?

Contact EDGE Support

m Forgot your password
m Register for the EDGE

To submit a suggestion or report a problem, please call {703} 681-2327, DSN 761
or e-mail EDGE Support@ncr.disa.mil

External Link Disclaimer | Mo Fear Act MNotice

&) S| @ Trusted sites

4. The EDGE disclaimer appears; click “OK” to continue.

Microsoft Internet Explorer |

The EDGE is an UMCLASSIFIED systern. Mo classified information is ko be pasted in any part of the portal, The Content Manager andjor users
who post information on the EDGE, and their organizations, are responsible for the content and appropriate classification level of the
information that is about ko be entered, and will be held Fiscally responsible and statukorily responsible For any infraction, Memorandum For
Distribution, Subject: Spillages an the DISANet, dated 27 Jan 02, DOD S5200.1-PH DOD Guide to Marking Classified Documents, 28 April 1997,
and DOD 5200.1-R, Information Security Program, 14 Januaty, 1997, DISA W Handbook Yersion S, and DOD Web Site Administration
Policies and Procedures 25 January 1993, pertain,

5/10/2007 5
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5. The Client Authentication window appears, displaying the user’s certificate.
Select the appropriate certificate and click “OK”. [Note: More than one certificate

may be displayed; see Section 1.3.2 for instructions on viewing certificate
details.]

e

— ldentification

The “Web zite you want bo wview requests identification.
Select the certificate to uze when connecting.,

Test.Certificate.0123456789
2.Test.Certificate.987654321
User.Test.Certificate.5432106789

More Infa... | iy Eettificate...l

‘ ) Cancel |

6. The “ActiveCard Gold — Enter PIN” window appears. Enter the CAC pin; and
click "OK".

] Q Enter PIM code: I
-
| ——

7. The user is now authenticated to the EDGE portal.

5/10/2007
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1.3 Importing Software Certificates in Internet Explorer

1.3.1 Importing Software Certificates

1. Open Internet Explorer.
2. From the top menu, navigate to Tools/Internet Options/Content; the following
window will display.

21

Generall Privacy Content Eonnectionsl Frograms .-’-'l.dvancedl

— Content Adwvisar
m R atings help you control the Intemet content that can be

viewed on thiz computer.
Settings... |
— Certifizates
s& certificates o positively identify yourself, certification
3

authorities, and publizshers,
Publishers. . |

— Perzonal information

n,  AutoComplete stores previous entries AutoComplete. . |
E’i and zuggests matches for you. =
Microsoft Profile Azsistant stores your by Prafile... |
perzonal infarmation. =

0K | Cancel | Apply |

3. Click on “Certificates”.

5/10/2007
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4. The “Certificates” window will appear; click “Import”.

Certificates

Intended purpose: |<AII>

[~

Persanal IOther People I Inkermediate Certification Authorities | Trusted Root Certificatiorﬂ_’l

Issued To | Issued B

|E><piratio... |Friend| Mames |

Euser.Te.. TESTCA
[E)2.Test.c... TESTCA
Edrest.cer... TESTCA

1/25/2008 <None>
9/12/2008 2.Test.Certificate.987654321

6/19/2006 Test.Certificate.0123456789

lmport.w Expork,..

Remove Advanced... |

Certificate intended purposes

Wiew |

Close

2]

5. The Import Wizard will appear, click “Next”.

5/10/2007

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prokect data or ko establish secure network,
connections, & certificate stare is the system area where
certificates are kept,

To continue, click Next,

Zancel
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6. Within the “Certificate Import Wizard”, browse to find the software certificate file
to be imported (Certificate extensions include: .PFX, .P12, .P7B, and .SST).
Click “Next”.

Certificate Import Wizard x|

File to Import
Specify the file you wank ta impaort,

Eile narne:

Browse. ..

Moke: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PECS #12 (.PFX, .P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates [ P7E)
Microsoft Serialized Certificate Stare (55T

7~ N
= Back ( Mext = ) Cancel |
N~

7. If the certificate is password protected, enter the password (this would have been
provided upon issuance of the certificate). Click “Next”.

Certificate Import Wizard =l

Password

To maintain security, the private key was protected with a password,

Twpe the password For the private kew,
<P§§M

I Enable strong private key protection. You wil be
prompred every time the private key is used by an @
application if vou enable this option, :

[ Mark the private key as exportable

e

< Back. (I Mexk = 3' Cancel
~~.

5/10/2007 9
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8. The “Certificate Store” window allows the user to either designate a location to
store their imported certificate, or choose the browser default location. To define
a specific location, select “Place all certificates in the following store” and
“Browse” to choose a specific “store”. Otherwise, select “Automatically select the
certificate store based on the type of certificate”.

9. Click “Next” to display the completion window; the wizard will indicate whether
the import was successful. Click “Finish” to complete the process.

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can aukomatically select a certificate skore, or wou can specify a location For

¥ Automatically select the certificate store based on the type of certificate!

{~ Place all certificates in the Following stare

Certificate stare;

Browse, .. |

= Back. <I Mext = ID Cancel

5/10/2007 10
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1.3.2 Viewing Certificate Details

=

Open Internet Explorer.

2. From the top menu, navigate to Tools/Internet Options/Content; the following
window will display.

Internet Options 2 x|
Genelall Privacy Content Eannectiansl Programs .-’-‘n.dvancedl

— Content &dvisor
@Z’ Fiatings help you control the Internet content that can be

viewed on thiz compter.
Settings... |
— Certificates

% Uze certificates to positively identify yourself, certification
@l authorities, and publishers,

Certificates... Publishers. .. |
~— —

— Perzonal infarmation
n  AutoComplete stores previous entries SutoComplete. . |
and suggests matches for you, =
Microzoft Profile Assistant storez your by Profile. .. |
perzonal information, =

oK | Cancel | Apply |

3. Click on “Certificates”.

5/10/2007
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4. The “Certificates” window will appear; double-click on the certificate to be viewed.

Certificates 2]

Intended purpose: |<AII> j

Persanal IOther People I Inkermediate Certification Authorities | Trusted Root Certificatiorﬂ_’l

Issued To | Issued B | Expiratia. .. | Friendly Mame |
Edyser.te.. TESTCA 1/25/2008  <None>

Elo Test.c... TESTCA 9/12/2008  2.Test.Certificate.987654321
Elvest.cer.. TESTCA 6/19/2006  Test.Certificate.0123456789

Import... Expatt... Remove Advanced... |

Certificate intended purposes

Wiew |

Close

5. The individual “Certificate” window will appear, providing certificate information.
Click on the “Details” tab to view more information.

Certificate

®.
Certificate Information

tification Path

This certificate is intended to:

*Ensures the identity of a remote computer ﬂ
+Proves your identity to a remote computer

+Ensures software came Fram software publisher

*Protects software From alteration after publication

*Protects e-mail messages

+allows data to be signed with the current time LI

Issued bo: 2 Test Certificate.987654321
Issued by: TESTCA

valid from 9/12/2005 to 912{2008

@ ‘You have a private key that corresponds bo this certificate,

[ssuet Statement |

5/10/2007 12
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2 Netscape

These instructions assume the user has registered their certificate through the ActivCard
Gold Utilities and the certificate is recognized by the user’s web browser (e.g., Internet
Explorer (IE) or Netscape); if this is not the case, please contact the DISANet Help Desk
at HelpDesk.DISANet@disa.mil or (703) 607-6600, DSN 327.

2.1 CAC Registration

1. Insertthe user's CAC in the reader.
2. Open Netscape and access the EDGE login page at https://edge.disa.mil.
3. Click the “Register” button under “CAC Registration”.

@) EDGE Login Desktop - Netscape

. Fle Edit Wew Go Bookmarks Tools ‘Window Help
3 [» |

\él @ EDGE Login Desktop ]

EDGE\ Solutions at the Speed of Change

Enterprise Data & Global Exchange

EDGE Login EDGE MNotices

Existing EDGE Users [ Wiew Archives ]
Currently, there are no EDGE Notices,

Password Login

User ID: 1
Password; L 1

Forgot
Password

CAC Login (Freferred browser: IE)

CAC Registration (Freferred browser:
IF)

CAC User Guide

CAC FAQs

Need Help?

Contact EDGE Support

= Forgot your password
= Register for the EDGE

To submit a suggestion or report a problem, please call (703) 681-2327, DSN 761
or e-mail EDGE Support@ncr.disa.mil

External Link Disclaimer | Mo Fear Act Motice

@@‘lDone |:QID=|"'EQQ

5/10/2007 13
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registration process. Click the "Register Certificate" button to begin registration.

5. Inthe “CAC Registration Entry” window, enter the user’'s DISA email address
(e.q., First.Last@disa.mil or First.Last.ctr@disa.mil) and DISA ID (the first three
letters of the last name followed by the last six digits of the Social Security

CAC Registration Information

Priar to login, EDGE users must complete the CAC reqgistration process. In order to
complete the process, the user will need a valid CAC and PIN, a DISA ID, and an
email address,

The reqistration process is as follows:

m CAC Registration Entry. Enter your DISA email address (e.q.,
First.Last@disa.mil or First.Last.ctr@disa.mil) and DISA 1D (i.e,, the first three
letters of your last name and the last six digits of your Social Security
Mumber) and click the "Subrmit" button, Your information will be venfied and a
PEI Security Code will be sent to your email address. (Mote: You may close
your browser and continue the registration process at any time; a link to the
PEI Security Code entry page will be included in the email.)

= CAC Registration - Enter Security Code. Type the PKI Security Code
provided in the "PKI Self-Reqistration Security Code" email message into the
"PKI Security Code" field and click the "Submit" button.

m Certificate Selection. 4 Client Authentication window will appear; select the
appropriate certificate and enter your PIN when prompted.

m CAC Registration Completion. The CAC registration is complete. Click
"Finish" to log in to the EDGE.

The following screens will step vou through the process, Click "Register Certificate” to
continue,

]D Cancel ]

Register Certificate

MNeed Help?
CAC User Guide

CALC FADSs

Number). Click on the “Submit” button. Once the user’s email address and DISA

ID are verified, an email message will be sent to the user’s account with a PKI
Security Code. [Note: To complete the remainder of the registration at a later

time; a link to the PKI Security Code entry page will be included in the message.]

CALC Registration Entry

Enter your DISA email address (e.g., First.Last@disa.mil or First.Last.ctr@disa.mil)
and DISA ID (i.e., the first three letters of your last narme and the last six digits of
your Social Security Number) and click the "Submit" button,

*Email address :I

*DISA ID : |

vour information will be verified and a PEI Security Code will be sent to your email
address. (Mote: vou may close your browser and continue the reqistration process at
any time; a link to the PKI Security Code entry page will be included in the email.)

Submitl Cancel I

-

6. Note the PKI Security Code in the email message.

5/10/2007
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B pK| Self Registration Security Code - Message (Plain Text)

! Fle Edit Wew Insert  Format  Tools  Ackions  Help

i‘_%ﬁeply|gﬁReplytnnl_l | oy Forward | =& o | ¥ |L§|_3 K| o - A @ 54 !
q A LALB U S == ===l
! & snaglt J' | window - !
From: EDGE_SUPPORT@disa, mil Sent:  Tue 5/8/2007 11:34 AM

You have requested a security code to register your CAC with EDGE. Flease

enter this secw= STy mele to continue your CAC registration with EDGE.
Security Codey{ 1235345678

If wou hawve closed the bhrowser, you can continue the registration process by
clicking on the link kbelow. If your default browser is set to Netscape, please
open Intener Explorer and then copy the link.

TUEL: https://edge.disa.mil/ ng:Ln,f’SecurityCDdebuserId=lastf:i.1234

If vou require additional assistance, please contact EDGE support at (703)
681-2327, D3SW 761 or ewmzail EDGE_SuppDrt@ncr.disa.mil. Thanks.

7. Enter the PKI Security Code from the email message into the “CAC
Registration — Enter Security Code” window. Click the “Submit” button.

CAC Registration - Enter Security Code

Type the PKI Security Code provided in the "PKI Self-Registration Security Code"
email message into the "PKI Security Code” field and click the "Submit" button.

*PKI Security Code ||

Suhmitl Cancel |

>
Ja———

8. A prompt will appear asking to “Please enter the master password for the
ActivCard Gold” (this is the CAC pin number). Enter the password and click
“OK”.

; ' Flease enter the master passwaord For the AckivCard Gold,

( i K i) Cancel

5/10/2007 15
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9. The “User Identification Request” window will appear, displaying the user’'s
certificate. Select the certificate; click “OK”. [Note: More than one certificate may
be displayed; see Section 2.3.2 for instructions on viewing certificate details.]

User Identification Request x|

This site has requested that you identify yourself with a certificate:
edge.ncr.disa.mil

Organization: "I.5. Government”
Issued Under: "I0.5, Government"

Choose a certificate to present as identification:

Test.Certificate.0123456789’s TEST CERT ID, (expired) [12:34:56] |T|

Details of selected certificate:

Issued to:
Subjeck: CN=Test.Certificate.0123456789, OU=PKI, OU=TEST, OU=CERT, O=TEST, C=US
Serial Mumber: 12:34:56
Yalid From 4152002 14:08:06 PM ko 4/15/2005 14:08:06 PM
Issued by
Subjeck; CN=TEST CA, OU=PKI, OU=TEST, O=TEST, C=US

(4] i [»

[ O | [ Zancel | [ Help |

10. The “CAC Registration Completion” window will appear, confirming that the
user’s certificate has been successfully registered. Click “Finish” to access the
EDGE.

CAC Registration Completion

The CAC registration is complete, Click "Finish" to log in to the EDGE.

5/10/2007 16
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2.2 CAC Login

1. Insert the user’'s CAC in the reader.
2. Open Netscape and access the EDGE login page at https://edge.disa.mil.
3. Click the "Login" button under “CAC Login".

&) EDGE Login Desktop - Netscape

. File Edit Yiew Go Bookmarks Tools Window Help
y x|
E:| e EDE Login Desktop ]

EDGE\ Solutions at the Speed of Change

Enterprise Data & Global Exchange

EDGE Login EDGE Notices

Existing EDGE Users [ Wiew Archives ]
Currently, there are no EDGE Motices.

Password Login

Forgot
Password

CAC Login {Fre ser: IE)

CAC Registration (Freferred browser:

IE)

CAC User Guide
CAC FAQs
Need Help?

Contact EDGE Support

= Forgot your password
» Register for the EDGE

To submit a suggestion or report a problemn, please call {703) 681-2327, DSN 761
or e-mail EDGE Support@ncr.disa.mil

External Link Disclaimer | Mo Fear Act Motice

@@“|Dune \ﬂlﬁl"‘ﬂaa

4. The EDGE disclaimer appears; click “OK” to continue.

[JavaScript Application] |

porkal, The Content Manager andfor users who post information on the EDGE, and their
organizations, are responsible for the content and appropriate dassification level of the
information that is about to be entered, and will be held fiscally responsible and statutorily
responsible For any infraction. Memarandum For Distribution, Subjeck: Spillages on the DISAMeE,
dated 27 Jan 02, D00 5200, 1-PH DOD Guide ko Marking Classified Documents, 28 April 1997, and
D20 5200.1-R, Information Security Program, 14 January, 1997, DISA Wis'y Handbook Version
5, and DD Web Site Administration Policies and Procedures 25 January 1998, pertain.

I’ The EDGE is an UMCLASSIFIED system, Mo classified information is to be posted in any part of the
- i

5/10/2007 17
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5. A prompt will appear, asking to “Please enter the master password for the

ActivCard Gold” (this is the CAC pin number). Enter the password and click
“OK”.

Prompt x|

' Please entet the master password For the ActivCard Gold 0.

|
¢ o DI_cancel |

6. Select the correct certificate from the drop-down list; click “OK”. [Note: More than

one certificate may be displayed; see Section 2.3.2 for instructions on viewing
certificate details.]

User Identification Request x|

This site has requested that you identify yourself with a certificate:
edge.disa.mil

Qrganization: "U.5, Government"

Issued Under: "U.5, Government"

Cho ate to present as identification:

1\[ ActivZard Gold 0:10 Certificate [z0:Y9:X8]

~D
DetaTs i-wetsesac.cartficate: _—
]

Issued bo:

Subject: CH= User.DISA.123456789012345, QII=DI5A, OU=FKI,
OU=DaDl, O=L.5, Gowvernment, C=L5

Serial Mumber: z0:Y9:X8

Walid from 1/25(2005 19:00:00 PM to 1f25/2008 18:59:59 PM
Issued by

Subject: CH= DOD CLASS CA-58, CLU=FKI, OU=0oD, O=L1.5,
Government, =5

[«

[ (0]'4 ][ Cancel ][ Help ]

7. The user is now authenticated to the EDGE portal.

5/10/2007 18
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2.3 Importing Software Certificates in Netscape

2.3.1 Import a Certificate
1. Open Netscape.
2. From the top menu, navigate to Edit/Preferences; the “Preferences” window will
appear. Double-click the “Privacy & Security” listing; select “Certificates”.
3. Click the “Manage Certificates” button.

Preferences x|
Category Certificates
[» Appearance |~
== Mavigatar ~ Client Cettificate Selection
i=te Decide how Metscape selects a security certificate to present ko web sites
~Languages that require one;
~Helper Applicati. . (O Select Automatically  (®) Ask Every Time
- Srnart Browsing
~Internet Search ~ Manage Certificates

--Tabbed Browsin
s IJse the Certificake Manager to manage vour personal certificates, as well as

~Downloads those = and certificate autharities.
[» Composer 1 =

) _ [ Manage Certificates. .. l
FPrivacy & Securiby ~

N
- Cookies
— Manage Securiby Devices
~Images
-Popup Window ... LUse this button ko manage your security devices, such as smark cards.
~Forms Manage Security Devices, ., ]
-Passwords

~Master Passwa. ..

[» Advanced

[ Ok ] [ Cancel ] [ Help
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4. The “Certificate Manager” window will appear; click “Import” to import a software

certificate.

Certificate Manager

vour Certificabes TOther People's TWeb Sites T.ﬁ.uthorities ]

‘fou have certificates from these organizations that identify vou:

Certificate Name Security Device Purposes
é---2.Test.Certificate.987654321 Software Security Device <Issuer Unknown>
“-Test.Certificate.0123456789 Software Security Device <Expired>

Serial .., | Expire,.. | B2

Z0:Y9:X8 9/12/2008
12:34:56  4/15/2005

Wigw ] [ Backup ] [Backup AIIK Impark ) Delete

(o J [ ten |

5. The standard Windows Browser will appear; browse for the certificate file to

import and click “OK”.
6. The Netscape master password prompt will appear.

' Flease enter the master password For the Software Security Device,

()

7. Enter the master password associated with the Software Security Device (this is
the password for the Netscape certificate repository; if a master password has
not been set, Netscape will prompt the user to create a password). Click “OK”.

5/10/2007
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[Note: If you are unfamiliar with this process, click “Cancel”, return to “Privacy &

CAC USER GUIDE

Security” under the “Preferences” window and select “Master Password”. A “Reset

Password” button will allow the user to reset the master password. For further

information, use the Netscape “Help and Support Center” (F1).]

Preferences

Cakeqgary

Master Passwords

[» Appearance

I

~Helper Applicati, ..
~Smatt Brawsing
-Internet Search
- Tabbed Browsing
-Downloads

[» Composer
FPrivacy & Securiby
-Cookies

~Images

--Popup Windows
- Forms

--Passwords

é---l'-'1a:‘-ter Passwo .
--Certificates
-Aalidation

[» Advanced

= Mavigataor — Change Master Password
- Hiskary o X
Your masker password protects sensitive information such as web passwords
“Languages and certificates,

Change Password., .,

~ Master Password Timeaouk
Metscape will ask For vour master password;
(=) The First time it is needed

() Ewery time it is needed

() IF it has not been used For :l minutes or longer

~ Reset Master Passward

If wou reset wour master password, all of your stored Web and e-mail

passwords, form data, personal certificates, and private keys will be lost,
e —

Reset Password
e

[ (0] 4 ] [ Cancel ] [ Help

]

8. After entering the Netscape master password, the “Password Entry Dialog”

window will appear. Enter the password associated with the imported certificate.

Password Entry Dialog |

Please enter the password that was used to encrypk this

certificate backup.
[ [0]4 ][ Cancel ] [ Help ]

9. A confirmation message will appear when the import is complete.

5/10/2007
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2.3.2

=

window.

CAC USER GUIDE

Viewing Certificate Details for Verification

Open Netscape.

2. From the top menu, navigate to Edit/Preferences; the “Preferences” window will
appear. Double-click the “Privacy & Security” listing; select “Certificates”.

3. Click the “Manage Certificates” button to display the “Certificate Manager”

Cakegory

“Yalidation
[» Advanced

[+ Appearance

= Mavigator

~Hiskary
~Languages
~Helper Applicati...
~Smark Browsing
-Internet Search
-Tabbed Browsing
-Downloads

[+ Composer

= Privacy & Security
-Cookies

~Images

~Popup Window ...
~Farms
-Passwords

~Master Passwo. .,

I

Certificates

— Client Certificate Selection

Decide how Netscape selects a security certificate to present to web sites
that require one;

(O Seleck Automatically (&) Ask Every Time

Manage Certificates

Use the Certificate Manager ko manage your personal certificates, as well as
those of other people and certificate authorities.

Manage Certificates. .,
| e —— —

Manage Security Devices

Use this bukton to manage wour security devices, such as smart cards,

Manage Security Devices. .. ]

[ Ok, ][ Cancel ] [ Help

|
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4. Double-Click on a certificate.

Certificate Manager

Your Certificabes TOther People's TWeb Sites T Authorities ]

‘fou have certificates from these organizations that identify you:

Serial .., | Expire,..

Purposes

Certificate Name Security Device

<Issuer Unknown> Z0:Y9:X8 9/12/2008
<Expired> 12:34:56  4/15/2005

Software Security Device
Software Security Device

2.T -
Test.Certificate.0123456789

Wigw ] [ Backup ] [Backup all ] [ Import ] [ Delete

[ o ][ Hep
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5. The individual “Certificate Viewer” window will appear, providing certificate
information.

Certificate Viewer: “Test.Certificate.012 ﬂ

General | Dietails

This certificate has been verified for the following uses:
551 Client Certificate
S5L Server Certificate

Issued To

Common Mame (CH) Test.Certificate.0123456789

CQrganization (C) 1.5, Government

Organizational Unit (O DoD

Serial Mumber 12:34:56

Issued By

Carmnrmon MNarne (CH) DOD Class # CA-53

CQrganization (C) 1.5, Government

Organizational Unit (O DoD

¥alidity

Issued On 1/24/2005

Expires On 1/25/2008

Fingerprints

SHA L Fingerprink 1A:B2:3C:D4:5E:F6:7G:H8:91:J0:9K:7M:N6:50:P4:3Q:R2:1S
MO Fingerprink Z6:X7:Y8:W9:V0:U1:T2:S3:R4:Q5:P6:07:N8:M9

[ Help ][ Close
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